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[ Abstract] Multicast is the simultaneous sending of messages or information from one sender to more than one receiver. Although
the encryption algorithm can be used to protect messages transmitted between group members, there are still many security problems
in decrypting secure multicast cryptographic systems. The most important aspect of multicast is key generation and management. The
researchers propose several methods to solve the multicast key distribution and management problems. Using the centralized quantum
multicast key distribution center (QMyp.) and classical symmetric encryption technology, a secure key generation and distribution
scheme for sending keys from a single host to two or more receivers is proposed. The symmetric classical algorithm is used to
encrypt and decrypt the transmitted message among the multicast members, and the generated key for authentication, encryption and
decryption is also an important part of the design of a secure multicast cryptographic system. Using EPR entangled photon and
controlled gate to verify the identity. Multiple initialization retasks and transfer of sensitive information through priority and
sensitivity levels. With all or part of QM support, multiple members can communicate.
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Fig. 1 Classical bits and qubits
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Tab. 1 Abstract parameters and terminology used
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Fig. 2 Initialization process
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Fig. 3 The process of generating a private key
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Fig. 4 Group key distribution process

HARSIALBRANT .
(1) QMKDC B #ILAE BiAS [F] ) 20 %5 51, B4~ 41
— AN A g, an =R (6)
Fis
C(G,)=EM(G,)),P(m)). (6)
(2) QMKDC 5 4l i 41 % 4 Kk ik th B A%
&,
(3) B LR A C BRI X 4 B kAT
il BRI, A (T) PR,
M(G,) =D(C(G,)) ,P,(m,)). (7)
24 HESBAKRWERS
WS PA 18 57 7E 7] — 21 7 22 3 38 B, DU ) 3 foff
AL FREA , Kok (AL S = % 1
S SIS R A5 B, B AR TR 0 2 AH 201 T
fifs, MG | ZHEA | PR EER SRR 2
T, N/ Rl I AR A 1 XRREE R K
D1 2R 1 XFRE ST . 5 s
L1 A5 A b it , $E O (o A () 7 2% B A 2%



5 4 1]

B YIRS IR BRI R s 5 TR

JmeRfEE
REE s fpms TISAAR R
LRI FR AR 4

B s HESEARRNERS

Fig. 5 Communication between members of the same multicast

group
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Fig. 6 Communication between members of different multicast
groups
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