2021 %4 A
Apr. 2021

®11% F4H 2 B8 it E M5 M A

Vol.11 No.4 Intelligent Computer and Applications

hE S, TP392

T 150 ) 4% 25 (8080 37 b0 I 48 47 5 B0 36 S B R BT 5%

XaH, aRA, TER
(RRARETIKRZ(EHE) TENMMZERRZR, WK BHiE 264209)

B OE: TEMLE S LY A SR 28 375 R T SRR LA K R 25 O BIF 5 R Bt A5 1, T 7R #ES7 FR 05T X S Y
LA T AL, S R 245 375 1) B R 22— AR SO 2% 3 T ASE DL S T 486 O o 0K 41 T EAR 4% R 247
A D00 283 [ SO0 5 B AT B web A7 G5 ELHEAR MO 2347 (9 (R BL, B9F 5 1 2 00 28 7 e A2 O RE AR TP we 4708
R HTIT I AL BORER P web 47 845 5 AZEah 12w U 10 H AT 89S A7 BN i B — N REREALL i ]
FUOSLIAT R R IR RE, BFE 1 22 SR U AR BRI T AR A

KB RZ S (Y 19 SR AL RSB RS SEARRINL s T AT P AT A

XEHS: 2095-2163(2021)04-0001-04 MRS A

Research on Key Technologies of Network Behavior Simulation for Cyber Range
LIU Hongri, LV Sicai, WANG Bailing
( School of Computer Science and Technology, Harbin Institute of Technology ( Weihai) , Shandong 264209, China)

[ Abstract] Building a real network scenario in a cyberspace range is the basic condition for network attack and defense drills, and
scientific studies, while real network behavior simulation in a cyber range is one of the main techniques for building a network
scenario. To satisfy the requirements of real network traffic replay in a cyber range, this paper proposed a multi—-node network traffic
replay algorithm. This paper studies the topic analysis method of collective user web behavior based on network traffic content,
which is used to solve the problem that a collective user web behavior cannot be directly analyzed. It makes the simulated result of
collective user web behavior follows to the laws of human dynamics. The current simulation method of individual user behavior is too
simple to realistically simulate the process of individual user application behavior, a multi—level application behavior simulation
technique for individual user is studied.

[ Key words] Cyber range; network background traffic simulation; Network foreground traffic simulation; Network target
simulation; Network traffic behavior; User application behavior
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Fig. 1 The traffic replay model for multi-node network
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s=SIR BEAFH /Y web 17 AR 1A%

collective user web behavior simulation

Input.

a virtual social network G = (V, E), where v, is the

susceptible agent and e, is the connection. A collection

{<w,t,p > i=1,--, n}, whereuv, is the agent

name, {; is the waiting time of v; from being infected to

performing web behavior simulation and p, is the

probability of being infected.

Output .

The web behavior simulation of collective user.

Begin

1. random select an agent v; as the first infected agent;

2. v, waits for ¢, length of time and then perform web
behavior simulation

3. for each uninfected neighour of v;, denoted as v; do

4. v, infect v, with probability p.(j =1,---, k, where k

is the number of susceptible neighbor agents) ;

5. ifw; is infected then jump to 2; end if

6. end for

7. ifv; is all infected then v; becomes a recovered agent ;

endif

End
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