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Research on Authentication Protocol for Secure V2X Communication

WU Tiantian, YANG Yafang, ZHAO Yunlei
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[ Abstract] As one of the most promising technologies for improving traffic efficiency and safety, the VANETSs have attracted
widespread attention from both industry and academia. Among them, V2X secure communication is one of the research hotpots.
However, the introduction of V2X communication technology also raises a number of security and privacy concerns. To address
these problems, many V2X secure communication authentication have been proposed. In this paper, we first introduce the standard
model of V2X communication and the characteristic of the VANETRSs in detail, and analyzes the security requirements that need to
be meet in the design of the authentication protocol according to the characteristics of VANETs. Then, we classify the V2X
authentication protocols proposed in recent years. We also discuss the future research directions of V2X authentication protocol.
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Fig. 1 System model of V2X
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